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1.  Purpose.  This note clarifies overarching responsibilities and requirements for Configuration Status Accounting (CSA) of tactical and Navy Managed Data Systems (i.e. SNAP, OMMS, etc.) software programs (to include firmware, middleware and associated documentation) throughout their life cycle — hereafter referred to as “software.”  

Publishing this note will document software as a Configuration Item (CI) Record in the existing Navy CSA System, the Ship Configuration and Logistic Support Information (SCLSI) Database, renamed and currently contained in Configuration Data Managers Database-Open Architecture (CDMD-OA). These records will provide centralized visibility of software resources for the purpose of management and control of all assets.

The objectives of this note are to ensure:

a. All afloat software is identified to its application,

b. A baseline software configuration is established, documented and maintained as a Configuration Item Record within CDMD-OA,

c. All follow-on revisions, patches, and other software changes are documented within CDMD-OA,

d. Fleet personnel, Platform Managers, Acquisition and Life-cycle Managers have access to all software configuration records,

e. A Configuration Manager for software is identified.

2.  Scope.  This note applies to all software installations on Commander in Chief, Pacific Fleet/Commander in Chief, Atlantic Fleet assigned ship and submarine units. 

3.  Background. As a result of the Navy’s efforts to provide the Fleet with new technology, the increased reliance on computers and their associated software has presented new configuration issues and outpaced our present configuration management policies and procedures.  The ability to provide an accurate accounting of all shipboard assets, including software, greatly effects the warfighting capability of all ships in the Fleet.  Recent issues related to Battle Group Interoperability highlight the current deficiencies in the area of software CSA.  The inability to access Fleet software information through a centralized source (i.e. CDMD-OA) has hampered our ability to address these issues.

4.  Policy.  This note invokes the CSA requirements for the establishment and maintenance of software configuration records and requires software configuration records be entered into CDMD-OA.  Software Support Activities (SSAs)/Technical Support Activities (TSAs), In-Service Engineering Agents (ISEAs), and Original Equipment Manufacturers (OEMs), etc. under the direction of the Ship Program Managers (SPMs), are responsible for creating and maintaining SCLSI software Configuration Item Records to reflect current baselines and modifications. 

SCLSIS was developed as the Navy’s system for documentation and control of ship configuration and logistics support data for applications in ship operation, maintenance, repair, modernization and other engineering/logistics support processes that sustain Navy ships.  Reference (a) describes the Configuration Management (CM) requirements for configuration identification and CSA for all ships and those shore activities implemented in the SCLSI Database.

Reference (b) identifies the requirements for certification of combat system software prior to delivery.  Once the software has been certified, the Program Manager (PM) shall ensure that all installations of their software are entered into CDMD-OA.

5. Guidance.  In an effort to facilitate the implementation

of this note, Sections 1 through 6 establish minimum requirements to accomplish the documentation and maintenance of software Configuration Item Records.  SEA 04L5 will be available to assist all program offices as required.  The Point of Contact on this is D. Caroline Kowalsky (Email: kowalsky.caroline@cnsp.navy.mil)
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SOFTWARE CONFIGURATION STATUS ACCOUNTING

SECTION 1

Method for Tracking Software Configuration

1.1 Scope.  This note addresses the requirements and business rules to be followed to identify and track the required software for systems which are critical in meeting the ship and Battle Force missions in the Ship Configuration and Logistic Support Information (SCLSI) Database, renamed and currently contained in CDMD-OA. 
The Navy has identified software configuration tracking as an area of critical importance to the success of battle force systems engineering and life cycle logistics support. Existing Battle Group Interoperability (BGI) configuration issues highlight the deficiencies that exist with our current configuration management processes.  It is imperative that software configurations be tracked and managed in CDMD-OA to provide efficient identification of software assets and shipboard capabilities.
Capture of software records to CDMD-OA will be accomplished in the following priorities:

a. All New Acquisition Software Programs.

b. Tactical and Command and Control Systems 

c. All other combat and C4I systems.

d. Any program office desiring to utilize CDMD-OA as a software installation configuration management tool not mentioned above is welcome to do so.

SECTION 2

Responsibilities

2.1  Responsibility Assignments.  The Configuration Data Managers (CDM), Software Configuration Managers (i.e. In-Service Engineering Agents (ISEAs)/Software Support Activities (SSAs)) are responsible for tracking and maintaining software.

a. Configuration Data Managers  (CDMs):

(1) Review all information received to ensure

it is correct and matches other available information.  Sources of CDMD-OA information include the initiating activity or the cognizant engineering activity.  Initiate actions considered necessary to verify suspect data and to provide missing data to CDMD-OA.  

(2) Ensure each software Record Type 2 (RT2) Equipment Discipline Code has a “V” entry assigned to ensure all software records are included or exempted from SCLSI validations as appropriate.  Ensure each software RT2 is tied to the next higher assembly hardware configuration record on which it is installed.

(3) Ensure all reported software changes are entered in CDMD-OA. 

(4) Advise NAVSEA 04L5 of critical or recurring problems with regard to software CSA procedures or interfaces.

(5) Use the assigned X-Repairable Identification Code (RIC) for software. As an initial measure, software X-RICs will be assigned by NAVSEA 04L5, or a designated NAVSEA 04L5 Representative.  Software X-RICS will be assigned by CDMD-OA Central once the final software process has been fully established.

(6) Review and process all emergent changes.  Report unauthorized changes with recommendations and supporting rationale to the cognizant Software Configuration Manager.

(7) Assign Generic XRICs if software is found resident on the ship and is not previously loaded into CDMD-OA. Use the generic XRIC of “XSOFTWARE” with feedback to the system owner for research.  The SSA/ISEA/TSA/OEM, will provide feedback to the CDM as to resolution.

(8) Feedback to Originator of disposition of workfiles (receipt, acceptance, rejection as well as modification to the records once in the master database).

b.  Software Configuration Managers (e.g. ISEAs/Technical Support Activities (TSAs), SSAs, Original Equipment Manufacture (OEMs) etc.):
(1) The Software Configuration Manager is responsible for the accuracy of the software data, transmission of the data to the CDM and ensuring it reflects current baselines as well as modifications to those baselines.

(2) Identify inaccurate or incomplete software data in CDMD-OA and provide corrective transactions to the CDM: 

-to include identification of top down break down (parent/child equipment relationships)



- “XSOFTWARE” resolution (see a.7 above)

(3) Resolve data discrepancies as requested by the CDM.

(4) Use the XRIC module for assignment of RICs.  Enter “XSFT00” and CDMD-OA central will assign the next sequential number. Use the specific XRIC format described in paragraph 4.1.d.

(5) Interface with the hardware ISEA to determine if any hardware/software discrepancies are identified and correct if necessary.

(6) Create CDMD-OA work file(s) as is normal for

each system process and naming convention. An example of one would be “SOFTWARECGXX” (CGXX being the type and hull number of the particular platform). Utilize Standard Data Interface Format (SDIF) when providing automated data.  
(7) Research XRICs to ensure one does not already

exist.

(8) Inform the CDM if there is a XRIC change

previously transmittedSECTION 3

Data Structure

SECTION 3

Data Structure

3.1 CDMD-OA Record Types
Table 3-1 depicts the system-wide data elements in the CDMD-OA process which are divided into five logical groups or records:

Record Type
Description
CDMD-OA Table Name

1
Hull Unique Data
activity

2
Configuration Data (System and Equipment)
config

3
Technical and Logistics Support Data
config_log

4
Alteration Data
config_alt

5
General and Narrative Data
config_jcn_notes

Table 3-1

Record Type 1 (RT1) contains ship level data that includes such information as ship type and hull number, type commander code, ship name, CDM, ship status, and ship class.  This record type is used for CDMD-OA initialization and is updated with ship level status and statistics.

Record Type 2 (RT2) contains descriptive data to identify and describe the CIs of the ship, ship systems, and installed equipment/components.  Linked to a Record Type 2 can be alteration data records (RT4) and logistics support and technical data records (RT3) to fully describe a CI, logistics support and technical support information. Equipment Discipline Code will have ‘V’ value recorded for software.  This will allow software records to be included or exempted from SCLSI validations as required. 

Record Type 3 (RT3) contains logistics support and technical data related to a ship, system, or equipment.  RT3 is generic in the sense that it can accommodate many types of technical and logistics data and is flexible, since any number of RT3 records can be related to a RT2 configuration record.  The data element Logistics Support Document Type (lsd_type) identifies technical and logistics data type requirements.

The config_log table uses a data element lsd_type to identify the type of logistics support documentation that is related to a ship, system, or equipment.  LSD files are linked to parent equipment records in the ship equipment file by HSC/APL combination or Parent RIN (Record type 2).  The applicable lsd_type’s for tracking software are as follows:

a. CPP – Computer Program Package

b. SCM – Software Control Manual

e. SWP – Software Programs

CPP
Computer Program Package – Instructions, executables, & “how to” information

SCM
Software Control Manual – Configuration control plan for managing software upgrades

SWP
Software Programs – The actual program

Record Type 4 (RT4) contains hardware and software alteration identification and status.  This record type is always linked to an associated RT2 by the RT2’s Record Identification Number (RIN).                                                           

Record Type 5 (RT5) contains narrative and general information which is not stored in the CDMD-OA.  RT5 is used to ensure that all ship-submitted CK transaction data is forwarded to the CDM.

SECTION 4

Method for Tracking Software Configuration Records

4.1 General.  

a. Software shall be tracked as a CI RT2 and may be tracked down to the patch level or version level. The level of software tracking will be dependent on the audit requirements of that particular system. Alteration Record RT4’s can store software data with regard to Field Changes, ORDALTs, Engineering Changes, Software Changes, but the software RT2 shall also reflect all required software data elements Eventually, the non-alteration software RT4s will transition into a RT2. The following describes the business rules required to track software as RT2s. 

b. Equipment Discipline Code will have the value of “V” for software configuration items.  This will allow software records to be included or exempted from SCLSI validations as required.

c. A generic SAC of SFTWR has been assigned and will be used for all software configuration records.

d.  The EIN field will be utilized to record the software version identification number. This field is presently 26 characters.  If the software identification number exceeds this field, version identification numbers will be entered until the EIN field is filled.


e.  The RIC_NM field will also be used to record the software version identification number.  This field is presently 46 characters.  If the software identification number exceeds this field, version identification numbers will be entered until the RIC_NM field is filled.  

f.  A CCF record C will be associated with each software configuration record – and will be generated (from within the XRIC Module) and contain the complete software version identification number which may have exceeded the capacity of the EIN and/or the RIC_NM field.  The record type C shall contain the entire version number, in the first positions ending with a “;” and additional amplifying information the originator desires to enter regarding the software may be recorded here (i.e., technical details, SSA POCs with name, email, and/or phone number).

In each case, the version number will be preceded by “SW-

g. The PRID field will be utilized to record the media (disk, tape, etc.) upon which the software resides. In the case of firmware, the media entry will describe the type or number of the card containing the firmware. 

h. The SN field will be used to record the serial number of the media. If the serial number exceeds the spaces allotted for this field, fill as many numbers as the space allots beginning from left to right. (i.e. if the actual serial number was 1234567890123456 – use 123456789012345)

4.2 Record Identification.  The unique specific XRIC: “XSFT00XXXXX” captures the software, provides visibility of the software to the community and establishes and identification of a configuration record in the SCLSIS database.  When fully implemented, the originator will request this XRIC via the XRIC Module within CDMD-OA central by using the next available sequential number.  Specific XRIC format for “XSFT00XXXXX” is as follows: (XSFT00 = software, XXXXX = centrally assigned sequential number). 

Software configuration items shall be tied to the next higher assembly hardware configuration record on which it is installed.  In some cases, equipment RICs (RT2) may need to be added to support a software installation. 

4.3 Processing New Software Versions or Patches.  Typically, changes to software can be handled with a CHANGE transaction.  However, if the EIN has been changed, an ADD shall be processed to generate a new RT2 and a DELETE record is issued to remove the old RIN.  The concept is to treat the new software versions as a new configuration component.

This would apply to patches as well. However, in the case of an emergent patch, it can be documented via a RT4 until such time the code has been compiled and a new software identification number is assigned whereby the RT4 would be deleted.  

4.4 Remote Distribution Software Updates.  Any activity providing software updates via an online remote distribution process will be required to maintain the correct revision in CDMD-OA.  The activity will include their method of managing this in the CM plan, i.e., procedures to interface with CDMD-OA. 

4.5 Firmware.  Firmware will be tracked at the card level as a CI RT2.  Firmware may be tracked as an alteration record RT4 if it is currently being tracked as such; however, in order to be able to identify all firmware records, all alteration records must be linked to the applicable software RT2 as the Parent RIN.  If there is no software record established, one must be created.  Part numbers will reflect changes with regard to field changes, ORDALTs, engineering changes, software changes, etc.

SECTION 5

Existing Software Records

5.1  Process for Converting Existing Software Alteration Records to Configuration Records.

Software shall be tracked as a Configuration Item RT2 and must be tracked down to the patch level.  Alteration Records (RT4’s) can store software data with regard to Field Changes, ORDALTS, Engineering Changes, Software Changes, but the software RT2 shall also reflect all required software data elements.

The RT4’s will be superceded by attrition, unless directed otherwise by the ISEA.  

The following format will be used for new ordnance alteration records (RT4’s):

0SXXXXXYYY (0S = software alteration, XXXXX = alteration number, YYY = a 3 digit computer generated assigned serial number).  

All Field Changes for electronic alteration records shall be changed via submitting a new RIC request as noted previously in paragraph 4.1.

Systems not currently using RT4’s shall use the following format:

SCXXXXXYYY (SC = software alteration, XXXXX = alteration number, YYY = a 3 digit computer generated assigned serial number).

SECTION 6

Data Elements to Support Software Configuration Status Accounting

6.1 Required Use of CDMD-OA Data Elements
Table 6-1 identifies the data elements required for the CDMD-OA software RT-2 to adequately track software records.  Note that existing CDMD-OA data elements have been modified to meet software CM reporting requirements.

Data Element
Requirement

Action Code
MANDATORY As applicable – A, C, D, List TechSpec allowed codes

CAGE
As required.

DISI
MANDATORY Follow existing edit check.  If RIC is an X-RIC it will contain an “A”.  If there is a valid RIC, the field will contain a “B”.  No “N” is allowed.  

DOVC
MANDATORY As applicable (Tech. Spec. value.)

EIC
MANDATORY Parent equipment EIC.

EIN
MANDATORY Identify the software identification number. Derive this number from the official documentation (i.e., Version Description Document). Example: 3.2.1.4

DISCPL
MANDATORY Use ‘V’ for software

ESD
Do not change from host equipment ESD

EFD
Abbreviated information relative to system and software. (i.e. SLQ-32 Software)

SN
The serial number of the media by which the software was installed (as described in paragraph 4.1.h). Example 123456789012345. Utilize all allotted spaces for long SN’s, beginning from left to right.

SAC
MANDATORY Use “SFTWR” for all XRIC’s and RIC’s

HSC
First 5 characters must contain ESWBS for host equipment.   If Trident, the first 4 characters.

Installation Date
As applicable

ISC
MANDATORY‘G’ for installed 

Location
Host equipment location

NHA
MANDATORY EIN of the host equipment.




P SN
Serial Number of the Host equipment.

PRID
Software media type that was used to install the software. (see para. 4.1.g above)

PSDIN
No change (New Construction)

PSDN
No change (New Construction)

QTY
MANDATORY Will always be ‘1’.

RIC
MANDATORY Assign RIC, specific XRIC “XSFT00” or Generic XRIC “XSOFTWARE” MANDATORY

RIC_NM
MANDATORY Identify the software identification number

RIN
No Change. Assigned by system on record ADD. 

SC
As appropriate

TNC
No change (New Construction)

EQUIP VAL DATE
Initialized blank.  Once ship validates then the date is entered.

VAL W
Initialized with a “2”.

VSAC
MANDATORY As applicable

WCRE
MANDATORY Use the host equipment WCRE.

MEC
Same as host

MCC
Same as host

CEI
Same as host

Table 6-1

ACRONYM LIST

AEL Col
Allowance Equipment List Column Number




BGI
Battlegroup Interoperability




CAGE
Commercial and Government Entity

CDM
Configuration Data Manager

CDMD-A
Configuration Data Managers Database – Open Architecture

CSA
Configuration Status Accounting

CI
Configuration Item

CM
Configuration Manager




DISI
Data Interface Suppression Indicator

DOVC
Data Originator/Validation Code




EIC
Equipment Identification Code

EIN
Equipment Identity Number




HSC
Hierarchical Structure Code




ISC
Installation Status Code

ISEA
In-Service Engineering Agent




JCN
Job Control Number




LSD
Logistics Support Documentation

LSRI
Logistics Support Request Indicator




NAVICP
Naval Inventory Control Point

NHA
Next Higher Assembly




OEM
Original Equipment Manufacture




P RIC
Parent Repairable Identification Code

P SN
Parent Serial Number

PM
Program Manager

PRID
Procurement Reference Identification

PSDIN
Procurement Source Document Item Number

PSDN
Procurement Source Document Number




QTY
Quantity




RIC
Repairable Identification Number

RIN
Record Identification Number
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